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(2) LEARNING OUTCOMES

Learning outcomes

The course learning outcomes, specific knowledge, skills and competences of an appropriate
level, which the students will acquire with the successful completion of the course are described.
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e Description of the level of learning outcomes for each qualifications cycle, according to the
Qualifications Framework of the European Higher Education Area
e Descriptors for Levels 6, 7 & 8 of the European Qualifications Framework for Lifelong
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The course aims to deepen the students’ knowledge in topics which relate to emerging
regulatory issues on Cybersecurity. The objectives of the course include national and
international regulatory frameworks, Risk Analysis and Management methodologies in the
industry, Ethical and Political issues on Cybercrime and Cyberespionage, etc.

Upon successful completion of this course each student will be able to:

e (Gain specialised knowledge on advanced concepts regarding Privacy-Confidentiality- Trust-
Data Protection, as well as the regulatory/legislative framework that enforces their
protection

e Understand, comprehend, deepen and combine knowledge in advanced topics on Ethics in
regard to the study and development of communications and information systems
architectures

e Combine knowledge and to manage complicated issues on the legislative and the ethical
dimension of attacks in communications and information systems

e Utilise knowledge on advanced security topics and methodologies for conducting Risk
Analyses and Management, developing Security Policies and Business Continuity Plans




Resolve advanced industry problems by comprehending and utilising knowledge on
Cybersecurity roadmaps

Combine knowledge on national and international strategies on Cybersecurity and to develop
opinions on these strategies’ technical, political and social perspective

Deepen in advanced technical and regulatory topics on Cybercrime and Cyberespionage in
the global political scene

Have proven knowledge and comprehend the emerging challenges on the field of
Cybersecurity in national and international level to construct the required background for
developing and applying novel ideas on the subject

Compare, evaluate, and develop opinions, and clearly notify their conclusions on different
regulatory/legislative/institutional approaches in regard to communications and
information security

Benefit elevated knowledge on methodological approaches which may offers to continue
their study path in an autonomous manner

General Competences

Taking into consideration the general competences that the degree-holder must acquire (as
these appear in the Diploma Supplement and appear below), at which of the following does the
course aim?

Search for, analysis and synthesis of data Project planning and management

and information, with the use of the Respect for difference and multiculturalism
necessary technology Respect for the natural environment

Adapting to new situations Showing social, professional and ethical
Decision-making responsibility and sensitivity to gender issues
Working independently Criticism and self-criticism

Team work Production of free, creative and inductive thinking
Working in an international environment ...

Working in an interdisciplinary Others...

environment

Production of new research ideas

Work independently / Teamwork

Retrieve, analyse and synthesise data and information by utilising necessary technologies
Adapt to new situations

Decision-Making

Project planning and management

Work in an international environment

Work in an interdisciplinary environment

Advance of new research ideas

Advance of free, creative and inductive thinking

(3) SYLLABUS

Basic Concepts of Regulatory Frameworks

National and International strategies on Cybersecurity

Ethical and legislative dimension on attacks in communications and information systems
Cybercrime and violation in the Cyberspace

Cyberespionage and Information Security

Regulatory Framework and Adjustments regarding Security and Privacy within the EU
(Instruments, Bodies, Acts, Institutional Freedoms)

Authorities on Security and Privacy

Regulatory and Legislative Bodies on Security and Privacy

Review of the International and European regulatory and institutional framework on
Privacy-Confidentiality-Trust-Data Protection

Regulatory and Social dimensions of Information

Data protection by default/by design




e Cybersecurity Directives (E.U. GDPR, U.S. HIPPA, APAC, P.R.C. CSL, etc.)
e Human Security (Social Engineering, Social Networks, Social Norms, FERPA and CAL

Directives, etc.)
e Privacy on the Internet

e Business Security (Sarbanes-Oxley, GLBA, NIST SP 800-37 Rev.2, National Cybersecurity and
Critical Infrastructure Protection Act of 2014, etc.)

¢ Risk Analysis and Management Methodologies

e International Standards on Security Assessment, Security Policy, Business Continuity Plan
(ISO/SEC 27001-27005, 14971, etc.)

¢ Bilateral, transnational, and international agreements on Cybersecurity Policies

e Cybersecurity roadmaps in the industry

(4) TEACHING AND LEARNING METHODS - EVALUATION

DELIVERY
Face-to-face, Distance learning, etc.

Face to face

USE OF INFORMATION AND
COMMUNICATIONS TECHNOLOGY

Use of ICT in teaching, laboratory
education, communication with

Use of ICT in Course Teaching

Use of the Open eClass learning-management system,
for distributing lecture notes, exercises for practice
and for communicating with the students

students
TEACHING METHODS Activity Semester workload

The manner and methods of
teaching are described in detail. Lectures 39
Lectures, seminars, laboratory T = 3
practice, fieldwork, study and utorials
analysis of bibliography, tutorials, Project 30
placements, clinical practice, art
workshop, interactive teaching, | | Independent Study 43
educational visits, project, essay
writing, artistic creativity, etc.
The student's study hours for each Course total 125

learning activity are given as well as
the hours of non-directed study
according to the principles of the
ECTS

STUDENT PERFORMANCE
EVALUATION
Description of the evaluation
procedure

Language of evaluation, methods of

evaluation, summative or
conclusive, multiple choice
questionnaires, short-answer

questions, open-ended questions,
problem solving, written work,

essay/report, oral examination,
public presentation, laboratory
work, clinical examination of

I. Written exams (accounts 70% of the total course mark)

which consist of:

- Short answer questions

- Multiple choice questions

- Real-life problems resolution

II. Essays // Projects (accounts 30% of the total course

mark)

For successfully qualifying the course, a minimum grade
of 5.0 marks (of 10 in total) is mandatory in the written

exams.




patient, art interpretation, other

Specifically-defined evaluation
criteria are given, and if and where
they are accessible to students.
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